
RISK ANALYSIS CONSULTANTS
COMPUTER FORENSIC INSTITUTE

DFF PRAGUE 2007 ORGANISER

© 2007, Risk Analysis Consultants

V070830

Digital Forensic Forum Prague 2007
Specialized Digital Forensic Forum & Meeting

Meet new friends, meet top experts, share experience and
let’s move forward digital forensic science Europe.in

Let oint up tasks and problems
in digital forensic area

’s p
and join our efforts to solve them.

November 26 - 27, 2007, Hilton Hotel
Prague, Czech Republic

Digital Forensic Forum Prague 2007 Partners:

ISACA Czech Republic Chapter IDC CEMA Institute of Criminalistics and Forensics Science

Chance to join efforts and move digital
forensic science in Europe forward

Bring your questions, ideas, and experiences
with you to this meeting of the minds
in the heart of Europe

Show off your skills and services
while participating in this collaboration
of your peers

Our doors are open to anyone interested
in digital forensic science and practises



Dear Colleagues,

I would like to invite you to take a part at Digital Forensic Forum Prague 2007.
This is the first European forum a working meeting of digital forensic experts - organized for top experts
from both the private and government sectors, for representatives of leading private and law-
enforcement digital forensic laboratories.
Although the main aim of this Forum is to join European experts and to create a professional platform
in Europe, all of you are invited to the forum to help us to reach our goals.
We don't want to organize a grandiose event with a lot of sponsors in a luxury hotel. We want to be a
pure working meeting of people interested in the digital forensic area, everyday working people who
understand digital forensics as their profession, as their mission, who want to improve their qualification
and professionalism and to move digital
forensics science in Europe forward.

The following main areas will be discussed:
1.Effective management of forensic examination
2.Education and certification of experts and laboratories
3.Technical aspects and ways of solving main problems
4.Other relevant and multidisciplinary aspects

More detailed information is available at www.dff-prague.com, where you can find also a egistration
form, themes, key speakers, etc.
For our European colleagues pls., see “Themes section and send us information about your
laboratory, no matter if you decide to visit this Forum or not.

Sincerely,

Marian Svetlik
DFF Prague 2007 Conference co-organizer

-

R

”

svetlik@dff-prague.com, www.dff-prague.com



Effective management of forensic examination

Specifics of forensic examination bring special requirements for
management of all process. Evidence integrity is one of the most
important, but in real life we should also attend effectivity and efficiency,
security and other aspects of all examination process.
That is why evidence integrity, security, efficiency and effectivity should
be discussed.
From the other side, forensic work is as other work based on customer-
examiner relation, so specifics of customer relationship is also an integral
part of digital forensic laboratory management.

Section sponsor:
Marian Svetlik
RAC Computer Forensic Institute

Education and certification of experts and laboratories

You may have excellent equipment and sophistical management system,
but without specifically educated experts with extensive experience and
practise you are not able to do anything.
More, where to find comparative metrics for guarantee that digital
forensic report was made on top level knowledge and conclusions are
independent, fair-minded and optimally balanced?
In closer Europe is important to use same or equivalent methods of digital
forensic examination. Knowledge, education and probably certification
should be build-up on open standards and best practices.

Section sponsor:
Viktor Porada
Institute of Criminalistics and Forensic Science
University of Karlovy Vary

Technical aspects and ways of solving main problems

Technical problems are the most frequented questions and some of them
are very complicated. Digital forensic examination is not only about how
to find relevant solution, information or foot-step, but how to solve
technical problems with acceptance of general forensic rules.
We always have to have in mind, that we are talking about forensic
examination and that results of our work could be used at court. Not all
solutions, acceptable as technical solutions, are acceptable for forensic
practise.
We suppose discussion about lot of technical problems, huge volumes of
data, on-the-fly examination or encrypted data examination among
them.

Section sponsor:
Vlasti Broucek
University of Tasmania

Other relevant and multidisciplinary aspects

Digital forensic examination is not separate problem; it is not possible to discuss
this problem without scientific background, without serious theoretical analysis.
More, not only digital forensic theory, but analysing of other relations,
interdisciplinary problems and influences are very important for understanding of
position of digital forensic science and practise in the real life.
Digital forensic science and our real examination are not a separate part of our
life, we should analyse all relevant environment and set-up a real image about
the position of it in our European, and more globally in the overall, territory.

Section
Roman Rak
Competence Centre
Telefonica O2

sponsor:

CONFERENCE SECTIONS

CONFERENCE PROGRAMME REGISTRATION INFORMATION

26/11/2007

27/11/2007

08:30 - 09:00 Registration

09:30 - 10:30 Plenary session

11:00 - 13:00 Education and trainings

14:00 - 16:00 Standardisation and certification

16:30 - 17:30 Working meeting

09:10 - 10:30 Technical papers

11:00 - 13:00 Technical papers
11:00 - 12:00 Working meeting
1
14:00 - 16:00 Related problems
15:00 - 16:00 Working meeting

16:30 - 17:15 Plenary session
17:15 - 17:30 Closing the conference

09:00 - 09:30 Opening and organisational matters

10:30 - 11:00 Coffee break

13:00 - 14:00 Lunch

16:00 - 16:30 Coffee break

09:00 - 09:10 2nd day opening

10:30 - 11:00 Coffee break

3:00 - 14:00 Lunch

16:00 - 16:30 Coffee Break

19:00 Social evening

Digital Forensic Forum Prague 2007
26 - 27 November 2007
Hilton Hotel Prague
Czech Republic

Conference fee 600,- EUR

Additional fee 60,- EUR

(conference registration, with refreshments and lunch each day, social
evening with dinner, conference materials)

((social evening with lunch for accompany person)

(Registration after the specified date should be verified individually
because of limited conference space)

Registration date 30 September 2007

Accommodation

We offer you Hilton Hotel, where DFF Prague event has substantial discounts :
Single room 130,- EUR
Double room (king or twin) 145,- EUR

Cancelation after 15 November 130,- EUR
For Hilton Hotel reservation use Hilton Hotel Housing Form (downloadable from

or contact Hilton Hotel directly at .

You can arrange your accommodation yourselves. There are plenty of hotels and
pensions and you can select one from e.g.

and others.

Cancellation of your conference registration:
After 1 October 120,- EUR
After 25 October 200,- EUR
After 31 October 300,- EUR

Discounts are valid only till 28 September 2007.

www.dff-prague.com www.hiltonprague.cz

ww.booking.com,
Www.accommodationinczech.com/en, www.hotel-prag.info, www.accomm-
prague.cz, www.hotel-line.cz,



DFF PRAGUE 2007
REGISTRATION FORM

26-27 November 2007, Hilton Hotel Prague, Czech Republic

Please, fill-out this form and send it back no later than September 30, 2007
e-mail: fax: , postal mail:dff@dff-prague.com +420 221 628 401 RAC, Spanelska 2, 120 00 Prague 2, Czech Republic

Name: Surname:
Tel.: E-mail:

Company name:

Position:

Street:

Town: Postal code:

State:

I have prepared a paper and I want to present it at conference (Yes/No):

Additional comments (e.g. invoicing address, specific needs, separate additional social
event payment, etc.):

I will pay the registration fee 600,- EUR (conference registration, with refreshments and lunch

each day, social evening with dinner, conference materials):
I will pay additional fee 60,- EUR (social evening) for accompany person(s):

Total number of accompany persons: ........... Total for additional fee: ..........-

Total payment (conference fee and additional fee): ..........-

Payment methods:
Send me a purchase order; I will use a wire money transfer
Send me an invoice
I will pay cash at the first day of conference

600,- EUR

EUR

EUR

Due to security reasons we do not accept on line registration fee payments. Thank you for your understanding. In case of

cash payment, invoice could be drawn on place. Cash payment could be made in EUR (600 EUR) or in Czech Crowns
(approx. 17,200 CZK, based on actual rate). Relevant additional information (e.g. accountant information, bank
identification, your special requirements replay, etc.) will be sent to you in a confirmation e-mail in one week after your
registration. In case of any questions use, please, e-mail dff@dff-prague.com.

‐

This registration form is equivalent to registration form downloadable from web www.dff-prague.com



 
Digital Forensic Forum 

Prague, 25 November – 27 November 2007 
Hil ton Prague, Czech Republ ic  

h  
 

Housing Form 
Please f i l l  th is form and fax or mai l  to  Groups & Convent ions Event Department 

no later  than 30 September 2007  

 
Hilton International CO. Incorporated with limited liability in Delaware, USA Head Office: 901 Ponce de Leon Boulevard, Suite 700, Coral Gables, Florida 33134, U.S.A 

Registered in England No. FC015724 / BR000938 

  
 
PERSONAL INFORMATION    

 
 
First & Family Name  
 
 
Company 
 
 
Home Address 
 
 
City  ZIP / Postal Code  Country 
 
 
Passport No.:    Date of Birth: 
 
 
Daytime Phone – Country Code (City / Area Code) Number 
 
 
Fax Number – Country Code (City / Area Code) Number 
 
 
E-mail Address 
 
 
Arrival Date   Departure Date 
 
ACCOMMODATION  
Rates include buffet breakfast and exclude 5% VAT (applicable tax is subject 
to change). Rates available 22 November – 30 November 2007. 
Hilton Guest Room rate  
Single room occupancy: EUR 130,- per room per night 
Double room occupancy: EUR 145,- per room per night 
Select Type of Room Desired: 

Single Occupancy – 1 bed, 1 person 
 Double Occupancy – 1 bed, 2 persons 
 Double Twin Occupancy –  2 beds, 2 persons    Triple Occupancy 
 Smoking  Non Smoking 

Hilton Executive Room rate  
Single room occupancy: EUR 210,- per room per night 
Double room occupancy: EUR 225,- per room per night 
Select Type of Room Desired: 

Single Occupancy – 1 bed, 1 person 
 Double Occupancy – 1 bed, 2 persons 
 Double Twin Occupancy –  2 beds, 2 persons    Triple Occupancy 
 Smoking  Non Smoking 

 
List all persons (with arrival/departure date) you will be sharing a room with: 
 
 
 
 
 
 
Special requests 

Info: The guest acknowledges joint and several liabilities for all services 
rendered until full settlement of the bill. Management takes no responsibility 
for valuables left in the guestroom. Safety deposit boxes are provided without 
charge at the Front Desk. Personal cheques are not accepted. 
Check-in time is from 3PM. Checkout time is 10AM. Early check-in & late 
check-out upon request (subject to availability). 
 
For visa requirements please refer to www.mzv.cz > English version > travel 
& living abroad. Invitation letters can be provided based on filled housing 
forms and upon request. 

 

DEPOSITS AND PAYMENT INFORMATIONS 
 
I guarantee my arrival and the payment of my account with the following 
credit card: 
Credit Card:  American Express    Diners Club              

 Discover    Master Card    VISA 
 
 
Credit Card Number 
 
 
Expiration Date 
 
 
Name on the Card 
 
 
HHonors Card Type & Nr. 
 
 
Date   Cardholder Signature 
 
INFO: Please be informed, that your reservation can only be proceeded if 
your 
credit card number is added at this page or a deposit payment (for the total 
nights of your stay at the above mentioned room rate) is done via bank 
transfer. 
All reservations can be cancelled without penalty until 30 September 2007. 
In case of cancellation, from 01 October 2007 until 7 days prior to arrival, the 
Hotel holds the right to charge the individuals the first night of the stay.  
In case of cancellation less than 7 days prior to arrival or non-arrival or no-
show, the Hotel holds the right to charge the individuals full length of the stay 
as reserved as cancellation fees.  
Please further more be advised that your reservation will be held overnight 
and is guaranteed for late arrival.  
We cannot guarantee availability for reservations made later than  
31 September 2007 - reservations then only can be confirmed upon 
availability. Once your reservation is processed, a confirmation will be sent to 
you at the contact numbers provided above within 24 hours. 
 

SUBMIT THIS FORM (one form per room) 
To:   Ms. Daniela Hornová 
By Phone:                     00420 224 842 187 
By Fax:  00420 224 842 741 
By E-mail:  daniela.hornova@hilton.com 
By Mail:  Hilton Prague 
  Pobrezni 1, 186 00  Prague 8 
  Czech Republic 
 
 
THANK YOU – for choosing HILTON PRAGUE! 
 

*(to be filled by Hilton Prague only) 
 
With pleasure we confirm your reservation: 
 
 
Confirmation nr.:  ____________________________________        
 
 
 
Signature:  _________________________________________ 
 

 



RISK ANALYSIS CONSULTANTS

Information Security Management
Information Risk Management

Business Continuity Management
Information Forensic Analysis

Risk Analysis Consultants is an
independent Czech based provider
of professional services and solutions
in all areas of information security.

qualified for forensic expertise
in the area of cybernetics
and computer systems.

is first Czech
company NATO BOA partner.

is registered
in part I. of the Czech government list
of institutes

Risk Analysis Consultants

Risk Analysis Consultants

Risk Analysis Consultants
Spanelska 2
120 00 Prague 2
Czech Republic

tel: +420 221 628 400
fax: +420 221 628 401
e-mail: znalecky.ustav@rac.cz

www.rac.cz

V070808

Digital Forensic Forum as whole, is open

Special interest is in participants from EU

“Public Private Partnership”

for all private, government
and law-enforcement professionals and for all other interested.

administration, EU member
countries, and other counties of European territory, not excising
candidate countries and other participants from all the world.

Forum acknowledge the European
program.

Even though forum is open, specific working groups could, in
sporadic case, close their dealings for common public participants
in case of special problems will be discussed

Programme co mit em t :
Vlasti Broucek

Allen Clarkson

Head of The Institute of Criminalistics and Forensic Science, University of Karlovy Vary, CZ

Researcher, University of Tasmania, AU

Independent Consultant, US

Viktor Porada

Marian Svetlik

Andreas Wagner
The

Chief Security Advisor

Head of RAC Computer Forensic Institute, RAC, CZ

, LanTeam, DE

Date and place:
26. - 27. 11. 2007

Hilton Hotel

Czech Republic
Prague

Contact information:
Marian Svetlik
RAC Computer Forensic Institute
Spanelska 2
120 00 Praha
Czech Republic

Phone: +420 221 628 410
Fax: +420 221 628 401
Mobile: +420 602 231 780
ICQ: 93 361 512
Skype: pracant7777 (chat only)
e-mail svetlik@dff-prague.com

Further information - www.dff-prague.com.

Risk Analysis Consultants is an independent
Czech based provider of professional services
and solutions in all areas of information security.

qualified for forensic expertise in the area of
cybernetics and computer systems.

is first Czech company
NATO BOA partner.

is registered in part I.
of the Czech government list of institutes

Risk Analysis Consultants

Risk Analysis Consultants

to convince about the
necessity of mutual
cooperation of all
interested sites

to convince professional
and laic public about the
worth of digital forensic
area

to have a platform
for comparing different
experience
and approaches
in forensic examination
and in management
of forensic examination
process

Right place
just right

in the heart
of Europe




